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Abstract

In cryptography, a zero-knowledge proof is the process al-
lowing Alice, the customer or the client to prove herself to
Bob, a bank or a server. Without obtaining any secret infor-
mation from the prover, the verifier must be convinced that
the statement given is true. In this work we propose a new
identification protocol inspired by Guillou-Quisquater scheme,
and stronger than it. The security analysis is studied.
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1 Introduction

Zero-knowledge proof is an important issue in public key cryptography. It is
used in various situations. Such as authorization to access to a server, digital
signatures, exchange of communication between a customer and the bank. The
method is generally based on a hard mathematical equation. The verifier Bob
checks if the answer given by Alice is valid. It is very complexe for anyone else
other than Alice to imitate her identification. These schemes are usually used
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in microprocessor-based devices such as smart cards, personal computers, and
remote control systems, due to their simplicity and security. The best known
identification protocols, relies on developing the solutions of difficult problems.
Among these hard equations in cryptography we find: discrete logarithm, fac-
toring and computing square root modulo a large composite number.

In 1985, S. Goldwasser, S. Micali and C. Rackoff [3] have introduced the con-
cept of zero-knowledge proof in cryptography. In 1986 authors A. Fiat and
A. Shamir [2,14] proposed a first practical scheme of indentification, based
on factoring and computing square root modulo a large composite number.
In 1988, Guillou and Quisquater [4] published a paper where they exposed a
remarkable interactive identification. Their technique was based on the RSA
algorithm [11,12]. In 1989, Schnorr [13,16 pp. 371-374] created a method
serving to prove the knowledge of a discrete logarithm. In 1993, Okamoto
[8,16 pp. 378-383] proposed a scheme which is provably secure against active
attacks under the discrete logarithm assumption. In 2005, E. Bangerter, J.
Camenisch, and U. Maurer [1] published a paper where they presented an effi-
cient zero-knowledge proof for exponentiation and multi-exponentiation based
on a discrete logarithm. All these algorithms are claimed to be secure by their
authors. But, perhaps one day they will be broken. Hence, the need of design-
ing new alternatives.

In this work we present a new identification protocol inspired by the Guillou-
Quisquater scheme, and stronger than it. We analyze its security. It is known
that the Guillou-Quisquater protocol is based on the RSA algorithm [11,12].
Our method relies simultaneously on RSA and on Rabin cryptosystem [10,16
pp. 211-213]. Hence the effectiveness of our protocol.

The paper is organized as follows: In section 2 we recall the basic Guillou-
Quisquater scheme. Then we present new variant in section 3. We conclude
and present an open problem in section 4.

In the sequel, for every positive integer n , we denote by Z/nZ the finite ring
of modular integers. Let a, b, ¢ be three integers. We write a = b[c| if ¢ divides
the difference a — b, and a = b mod c if a is the remainder in the division of b
by c.

In all of the following, we will respect Guillou-Quisquater paper notations [4] .
We start by describing the classical Guillou-Quisquater scheme.

2 Guillou-Quisquater scheme

2.1 Description of the protocol [4]

A trusted center chooses a RSA integer n, product of two large and distinct
primes p and ¢. It also selects a public RSA exponent v, that is an integer
relatively prime with ¢(n) = (p — 1)(¢ — 1). We can assume that v is a small
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prime, for example v = 3 is acceptable. As usual the confidence authority
publishes n,v and keeps p and ¢ secret.
In the Guillou-Quisquater scheme, Alice proves to Bob that she knows the v*"

1 1
root — modulo n of a given number J € Z/nZ. In other words : (E)U = J[n].

Alice’s public key is (J,v,n) and B is her private key.
The protocol works as follows :

1. Alice chooses a random number r € {1,2,....,n — 1} and computes 7" =
7V [n]. She sends the result T" to the verifier Bob.

2. Bob chooses a random number d € {0, 1,..,v — 1} and sends it to Alice.

3. Alice replies by sending t = r.B%[n].

Theorem 1 [4] Bob accepts the identification if and only if t°.J% = T [n].

1
Proof. We first have : (E)” = Jn], T = r’[n] and t = r.B%[n]. Then :
1
t'=rv.Bvd = T.(j)d [n]. Thus : t*.J¢=Tn]. m

2.2 Example

Suppose that the trusted source selects: n = p.q = 47.59 = 2773, and v = 157.
The number v is prime with ¢(n) = (47 — 1)(59 — 1) = 2668. The trusted

source keeps secret the factors p and gq.
Alice, in order to begin, will first generate a personal public key J, using a

1
secret key = such that : = (=)' |n|. 1s would result in: =
key B 920 h th J B v Thi 1d It in: J

1
(@)157 = 1892 [n]

The identification procedure works as follows :

v

1. Alice chooses a random number r = 1874 and computes T' = r
1874157 = 933 [n]. She sends the result T to Bob.

2. Bob chooses d = 135 and sends it to Alice.
3. Alice replies by sending t = r.B? = 1874.920'%5 = 1138 [n].

Bob checks the validity of the response by the equation : t¥.J% = 1138157.189213% =
933 = T [n].
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2.3 Security analysis
Assume that Oscar is an attacker.

e Attack 1 : Knowing Alice public key. If Oscar intercepts the value of
d and t, then he can computes the scalar T using the equation t*..J% =
T [n]. But it does not work, because he must send the value of T at the
beginning of the procedure.

e Attack 2 : Even if the attacker intercepts the value of ¢ he is not able
to find Alice secret key, because he must solve the equation ¢t = r.B% [n]
with two unknowns B and r.

e Attack 3 : Suppose that the attacker intercepts the value of T" and t.
If he tries to imitate the identification of Alice, then he will be blocked
at the challenge number d which is changeable with each identification.

In the next section we present our result.

3 Our contribution

3.1 Description of the protocol

We first have a confidence center, which is trusted by everyone. This authority
distributes to all interested parties a secret based on their identity, that he only
can compute. The trusted center chooses an RSA integer n product of two
large and distinct primes p, ¢, a public RSA exponent v an integer relatively
prime with ¢(n) = (p—1)(¢—1). As usual the trusted source publishes n and
v, keeping p and ¢ secret.

1
Alice’s public key is (J,v,n) and B is her private key with J = (E)QU [n].
The protocol works as follows :

1. Alice chooses a random number r € {1,2,...,n — 1} and computes :
T =1r"[n].
She sends the result 7" to the verifier Bob.

2. Bob chooses a random number d € {0, 1,..,v — 1} and sends it to Alice.
3. Alice replies by sending t = r.B%[n].
Theorem 2 Bob accepts the identification if and only if : t2*.J% = T? [n].

1
Proof. Indeed : J = (E)QU n], T = r¥[n] and t = r.B%[n]. Then : t* =
1
r2v. B2vd = TQ.(j)d [n]. Thus : t*.J1=T?[n]. m
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3.2 Example

Let n = 101.113 = 11413. Alice’s secret key is B = 9726 and her public key is

1 1
(J,v,n) with v = 3533 and J = (E)% = (M)7066 = 5170 [n] .

Alice wants to identify herself to Bob. The protocol works as follows:

1. Alice chooses a random number r = 1861, computes T' = r? = 18613533 =
8709 [n] and sends T" to Bob.

2. Bob chooses a random number d = 3145 and sends it to Alice.

3. Alice replies by sending t = r.B? = 1861.97263!45 = 6185 [n].

Bob checks that :
t2v.J4 = 61857096 5170314° = 7296 [n] and T2 = 8709% = 7296 [n].
Bob accepts Alice’s identification.

3.3 Security analysis

Assume that Oscar is an attacker.

e Attack 1 : Knowing Alice public key. If Oscar intercepts the value of
d and t, then he can computes the scalar 7" using the equation t%..J¢ =
T? [n]. But it does not work, because he must send the value of T at the
beginning of the procedure.

e Attack 2 : Even if the attacker intercepts the value of ¢ he is not able
to find Alice secret key, because he must solve the equation t = r. B¢ [n]
with two unknowns B and 7.

e Attack 3 : Suppose that the attacker intercepts the value of T and t.
If he tries to imitate the identification of Alice, then he will be blocked
at the challenge number d which is changeable at each identification.

From the security point of view, the protocol that we have suggested is stronger
than that proposed by Guillou-Quisquater. Indeed:

Theorem 3 An attacker capable of breaking our protocol, can also break the
Guillou- Quisquater identification system.

Proof. We first have : t**.J¢ = T2 [n] the verification equation of our proto-
col; If an attacker Oscar finds a way to calculate T" and ¢, then he can easily
breaks the protocol proposed by Guillou-Quisquater. Set : 7" = T2 [n] and

t" = t?[n]; The verification equation becomes t".J% = T" [n]. It is similar to
that suggested by Guillou-Quisquater. Hence the effectiveness of our protocol.
Note that, even if an attacker breaks the protocol proposed by Guillou-Quisquater,
we don’t know anyway that he can break ours. Then, from point of security
our method is stronger than that suggested by Guillou-Quisquater. m
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4 Conclusion

In this paper, we described a new identification scheme inspired by the work of
Guillou-Quisquater, stronger than it, and we analyzed its security. We relied
on the concept of zero-knowledge proof.

Open Problem

Factoring large integers is a well established problem in number theory and
particulary in public key cryptography. In 2010, several researchers concluded
that, to factor a 232-digit number [6] utilizing hundreds of machines, took two
years. In 2003, authors estimated that a 1024-bit RSA modulus [7] would
be about a thousand times harder. However, it has not been proven that no
efficient algorithm for factoring exists. The security of many cryptosystems is
based on the presumed factorization difficulty. It is the case for RSA [11,12],
Paillier [9], Okamoto-Uchiyama [8] or Rabin cryptosystem [10]. Many other
areas of computer science and mathematics have been brought to bear on the
same problem. Here we find quantum computing, algebraic number theory,
and elliptic curves. There exists also other kinds of systems that depend on
the factorization problem. As an exemple we have the cloud computing data
store using RSA encryption algorithm [5,15] to provide privacy and security
for users.

Let n = pq be a fixed large composite integer where p and ¢ are two un-
known primes. Let v coprime with ¢(n). Breaking RSA, say by Oscar for
example, means that for any ciphertext C', Oscar is able to solve the equation
MV = C [n] and to find the secret message M. It is well known [12,16 pp.
173-177] that we ignore if Oscar can factor the modulus n. On an other hand,
if Oscar can factor n, of course he breaks the RSA protocol.

Suppose now that Oscar is able to solve the general modular equation t?¥ J? =
T? [n] where the unknown variables are ¢t and T and all the other parameters
n,v,J,d # 1 are given. Can he factor the modulus n ? More precisely :

Open problem: Is solving the equation t** J¢ = T? [n] sufficient to make
possible the factorization of n 7

The problem is not difficult when the exponent d is equal to 1. Indeed, if
Oscar can solve the equation t** J = T? [n], he then easily breaks the Rabin
cryptosystem. But we know [10] that as a consequence he will determine the
factorization of n.
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